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COMMERCIAL PRIVACY POLICY

This Commercial Privacy Policy (“Policy”) governs how Merito Solutions, Inc. and its affiliates
(“Merito,” “we,” “us,” or “our”) collect, use, disclose, store, and protect personal information when
individuals visit our websites, use online forms or interactive website features, subscribe to
newsletters or marketing communications, register for events, communicate with us directly, or
otherwise engage with us in a commercial context. This Policy applies to personal information
collected through our websites and related online properties, including through cookies, pixels, tags,

analytics tools, and similar technologies.

This Policy also describes our use of website analytics and advertising technologies, including
Google Analytics, Google Analytics Advertising Features, Google signals, internal user or account
identifiers, user-provided data collection, granular location and device data collection, and ads
personalization settings, in each case where enabled by us.

This Policy does not apply to personal data that Merito processes solely on behalf of customers or
partners in connection with professional services, subcontracted services, or other contractual service
arrangements. Such data is governed by the applicable agreements, data protection addenda, and
service-specific privacy terms, under which Merito acts as a service provider or processor and
processes personal data solely on the instructions of the relevant customer or partner.

Information We Collect

Merito may collect personal information that you voluntarily provide to us through our websites, event
registrations, newsletter subscription forms, contact forms, account features, or other direct
interactions initiated by you. This information may include your name, business email address, phone
number, company name, job title, account or registration details, communications, and any other
information you choose to submit.

Merito may also collect website, device, analytics, and advertising data automatically when you visit
or interact with our websites. This may include online identifiers, cookie identifiers, Google Analytics
identifiers, IP-derived location information, browser and device information, pages viewed, links
clicked, timestamps, referrer information, and similar usage data. This automatic collection may also
include information captured through session replay, heatmap, pixel, tag, and insight-tag
technologies, including page interactions, clicks, scrolling behavior, referrer data, timestamps,
browser and device characteristics, |IP address or IP-derived data, and similar usage or event data.
Where enabled by us, this may include granular location and device data such as city, latitude and
longitude of city, browser minor version, browser user-agent string, device brand, device model,
device name, operating system minor version, platform minor version, and screen resolution. In
addition, Merito operates a first-party, self-hosted corporate visitor identification capability on our
websites. When you visit from a business network, we resolve your IP address in memory against a
locally hosted network database (no third-party lookup service is used) to identify the network
operator or organization associated with the visit, and we record organization-level information such
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as company name, autonomous system number (ASN), network type, page paths and page types,
campaign (UTM) parameters, referrer, device class, browser language, country code, and
timestamps. Your raw IP address is not stored or transmitted; instead, these records contain
truncated, keyed-hash (HMAC) fingerprints derived from your IP address, alone and in combination
with your browser user-agent. These fingerprints are pseudonymous identifiers, not anonymous data.
Traffic identified as originating from consumer or residential internet service providers is discarded.

Merito also operates first-party website analytics that record page views, journey stages, and
conversion events (such as a form submission) together with page paths, referrer information,
campaign parameters, device class, and timestamps. These records use the same truncated, keyed-
hash fingerprints described above rather than your raw IP address, operate under the same consent
rules as our other analytics, and are deleted no later than 180 days after collection.

If you use a login, account, or other authenticated feature, we may assign or receive an internal user
or account identifier and associate that identifier with your activity across sessions, devices, and
platforms.

Where enabled by us and permitted by law, we may also collect analytics, advertising, and marketing
interaction data through Google Analytics, Google Analytics Advertising Features, Google signals,
Microsoft Clarity, Meta Pixel, the LinkedIn Insight Tag, tags, pixels, and similar technologies, including
audience, remarketing, campaign, conversion, attribution, session replay, heatmap, and related
engagement data.

Where you provide information to us through forms, registrations, or other website interactions, we
may use that information and, where enabled by us and permitted by law, transmit such data to
analytics or advertising providers, including Google, in hashed or other permitted privacy-protective
form for measurement, attribution, enhanced conversions, audience building, and ads
personalization.

Use of Personal Information

Where you have provided personal information or otherwise interacted with our websites or
communications, Merito may use that information to operate and secure our websites, manage
accounts and registrations, respond to inquiries, send newsletters, technical content, event
invitations, product or service updates, surveys, and other commercial communications, and
administer events, campaigns, and related business activities.

Merito may also use personal information and related identifiers to understand website usage,
improve site functionality, measure traffic and engagement, evaluate campaign performance, create
and use audiences, conduct remarketing, measure conversions, support ads personalization where
permitted, prevent fraud or misuse, enforce our terms, and comply with legal obligations. Merito also
uses automatically collected, organization-level website data to identify the companies and other
organizations showing interest in Merito's products and services, to score and analyze that interest for
account-based marketing purposes, and to support sales outreach to those organizations. Inferred
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organization-level interest may be recorded in Merito's customer relationship management system
(Salesforce) and used by Merito's sales and marketing teams to contact those organizations.

Where enabled by us and permitted by law, Merito may associate information you provide or that we
collect from your devices and browsers with visitation information collected through Google Analytics
and related technologies.

Legal Basis for Processing

Where required by applicable data protection laws, including the General Data Protection Regulation
(GDPR), Merito processes personal information based on one or more lawful bases, including
consent, legitimate interests, performance of a contract, and compliance with legal obligations.

Merito will rely on consent where required for non-essential cookies, analytics advertising features,
user-provided data collection, ads personalization, and marketing communications. In the European
Union, European Economic Area, United Kingdom, and Switzerland, and for visitors we resolve to the
State of California, corporate visitor identification, interest scoring, and first-party website analytics
operate only after you consent to the analytics cookie category through our consent tools. Where we
cannot resolve the state of a United States visitor, we treat that visitor as if located in California.
Outside these regions, Merito relies on its legitimate interests in business-to-business marketing and
lead generation as the basis for corporate visitor identification and interest scoring. Merito otherwise
relies on legitimate interests for website operation, security, and fraud prevention, on performance of
a contract where processing is necessary to provide something you request, and on compliance with
legal obligations where applicable. Your consent is voluntary and may be withdrawn at any time
without affecting processing that occurred before withdrawal or other processing that is independently
lawful.

Cookies, Analytics, Advertising Technologies, and Consent Choices

Merito and its service providers may use first-party cookies and third-party cookies, pixels, tags,
scripts, local storage, SDKs, and similar technologies to operate the websites, remember
preferences, understand usage, measure marketing performance, build audiences, support
remarketing, measure conversions, and enable or limit ads personalization. In addition, Merito's first-
party intent analytics set a single first-party browser sessionStorage value ("merito_intent_session")
used only to distinguish the start of a browsing session. This value is not a cookie, contains no
identifier that persists after your browser session ends, and is not used for cross-site tracking.

Merito may use Google Analytics and related Google advertising features on the websites. Where
enabled by us, Google Analytics (GA4) traffic is routed through a Merito-operated first-party endpoint
that removes your IP address before any measurement data is forwarded to Google, so Google does
not receive your IP address through this integration. Where enabled by us, these features may use
Google advertising cookies, first-party cookies, third-party cookies, and other identifiers together.
Merito may also use Google signals to obtain aggregated insights and support cross-device reporting,
remarketing, demographics and interests reporting, and related advertising or measurement features.
Merito may also use Microsoft Clarity to help understand how users interact with our websites through
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session replays, heatmaps, and related behavioral analytics, Meta Pixel to help understand the
actions users take on our websites, measure the effectiveness of our Meta advertising, support
conversion tracking, and build remarketing or custom audiences, and the LinkedIn Insight Tag to help
track conversions, retarget website visitors, and obtain aggregate audience and campaign insights.

Where permitted by law and enabled by us, Merito may use user-provided data collection and internal
user or account identifiers in connection with analytics, enhanced conversions, measurement,
audience building, and ads personalization. Merito does not intentionally send directly identifying
information to Google Analytics except to the extent a specific Google feature expressly allows
consented hashed customer data. Where enabled by us and permitted by law, certain providers,
including Google, Meta, and LinkedIn, may also receive hashed identifiers or similar privacy-
protective matching data that you provide through website forms or account interactions for
attribution, audience matching, conversion measurement, and related advertising purposes.

Where law requires consent for non-essential cookies or advertising technologies, Merito will seek
that consent through a consent banner or preference center. You may accept, reject, or modify your
choices at any time through the mechanisms we make available on the websites. If you do not
consent, Merito will limit or disable the applicable non-essential analytics or advertising features to the
extent required by law.

Merito honors the Global Privacy Control (GPC) browser signal as a valid opt-out of non-essential
cookies and of the sharing of personal information for targeted advertising. When your browser sends
GPC, analytics and advertising technologies remain disabled by default in every region, and no
analytics or advertising scripts are loaded. An explicit choice you make through our consent tools
takes precedence over the GPC default for our websites. Consent records note when a choice was
derived from a GPC signal.

Data Separation and Purpose Limitation

Merito maintains strict separation between personal information collected directly for commercial and
marketing purposes and personal data processed by Merito on behalf of customers or partners under
contractual service arrangements. Personal information collected for newsletters, events, or
marketing communications is stored and managed separately and is not combined with, cross-
referenced against, or derived from personal data processed in Merito’s role as a service provider or
processor. Personal data processed on behalf of customers or partners is never used for Merito’s
own marketing, sales, or business development purposes.

Opt-In, Opt-Out, and Individual Rights

You may opt in to receive commercial communications from Merito by providing your consent through
a subscription form or similar mechanism. You may withdraw your consent to marketing
communications at any time by using the unsubscribe link included in a communication or by
contacting Merito at privacy@merito.com.
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You may also accept, reject, or modify your preferences for non-essential cookies, analytics,
advertising technologies, user-provided data collection, and ads personalization through the consent
tools or preference settings made available on our websites. These choices apply, as relevant, to
technologies such as Google Analytics advertising features, Google signals, Microsoft Clarity, Meta
Pixel, LinkedIn Insight Tag, Merito's first-party corporate visitor identification and interest scoring, and
similar non-essential analytics or advertising tools used on our websites. Subject to applicable law,
you may request access to, correction of, or deletion of your personal information collected under this
Policy. You may also object to, or request restriction of, processing that Merito bases on its legitimate
interests, including profiling in the form of corporate visitor identification and interest scoring, and you
may lodge a complaint with your local data protection supervisory authority. These rights apply to first-
party intent records, including visit-level records and organization-level interest scores, to the extent
such records constitute personal data. To exercise any of these rights, contact privacy@merito.com.

California and Other US State Privacy Rights

If you are a California resident, or a resident of another US state with a comparable privacy law, you
may have rights to know, access, correct, and delete personal information, and to opt out of the
sharing of personal information for cross-context behavioral or targeted advertising. Merito does not
sell personal information for money. You can exercise the opt-out through the consent tools on our
websites or by enabling the Global Privacy Control signal in your browser. We do not discriminate
against you for exercising these rights. To exercise any other right, contact privacy@merito.com.

Sharing of Personal Information

Merito may share personal information collected under this Policy with third-party service providers
that support Merito’s website operations, commercial activities, marketing, analytics, advertising,
consent management, security, email delivery, and event management. This may include providers
such as Google, Microsoft, Meta, LinkedIn, and other analytics or advertising partners that help
Merito measure website use, evaluate campaigns, support attribution and conversion tracking, build
audiences, conduct remarketing, generate aggregate insights, and support ads personalization where
permitted by law and enabled by us.

Merito may also share personal information with affiliates, professional advisors, transaction
counterparties, regulators, law enforcement, or other third parties where reasonably necessary to
operate our business, protect our rights, comply with legal obligations, or complete a corporate
transaction.

Merito does not sell personal information for money. However, use of third-party analytics or
advertising technologies may constitute sharing, targeted advertising, or similar regulated processing
under applicable law, and Merito will provide any notices, consent tools, or choice mechanisms
required by law.

Data Security
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Merito implements reasonable administrative, technical, and organizational measures designed to
protect personal information against unauthorized access, disclosure, alteration, or loss. While no
system can guarantee absolute security, Merito maintains safeguards appropriate to the nature of the
data and the purposes for which it is processed.

Data Retention

Merito retains personal information for no longer than reasonably necessary for the purposes
described in this Policy, unless a longer period is required or permitted by law. Information you
provide for newsletters, events, or marketing communications is retained until you unsubscribe or
your information is deleted in response to a rights request. For first-party corporate visitor
identification and interest scoring, visit-level records (including the pseudonymous fingerprints
described above) are deleted no later than 180 days after collection; aggregated, organization-level
interest scores are retained only for as long as they remain relevant to Merito's marketing and sales
activities. Analytics and advertising data collected through third-party tools is retained in accordance
with the configured retention settings of those tools.

International Data Transfers

If you are located outside the United States, your personal information — including information you
provide directly and information collected automatically when you visit or interact with our websites —
may be transferred to and processed in the United States or other jurisdictions where Merito or its
service providers operate. Where applicable law requires safeguards for such transfers, Merito relies
on appropriate transfer mechanisms, such as the European Commission's Standard Contractual
Clauses or other lawful transfer mechanisms, rather than on your consent.

Changes to This Policy

Merito may update this Policy from time to time to reflect changes in applicable law, business
practices, or operational requirements. The most current version of this Policy will be made available
via Merito’s website.

Contact Information

If you have questions, concerns, or requests regarding this Commercial Privacy Policy or Merito’s
commercial data practices, please contact us at privacy@merito.com.

Contact us at connect@merito.com and discover how Merito can transform your organization’s

application development.

merito.com | 1035 Pearl Street, Suite 400 | Boulder, CO 80302




